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Abstract 
 

The ubiquitous nature of the internet had been a major driving force of the digital transformation in our 

world today. It has necessarily become the main medium for conducting electronic commerce (e-

commerce) and online transactions. With this development, various means of possible payment methods 

have also emerged, such as electronic cash/ cheques, debit/credit cards, and electronic wallets. However, 

debit/credit cards are by far the most common payment methods employed. As a result, different credit 

card fraud activities have rapidly increased all over the world and are still evolving. This menace has 

drawn a lot of research interest and a number of techniques, with special emphasis on Data Mining, Expert 

System and Machine Learning (ML), as a means of identifying fraudulent behaviors. This paper examines 

and investigates two ML algorithms trained on public online credit card datasets, to analyze and identify 

fraudulent transactions. The BPNN and the K-means clustering ML algorithms were designed and 

implemented using Python Programming Languages. It was determined that the BPNN has a much higher 

accuracy of 93.1% as compared to the K-means which has an accuracy of 79.9%. Other metrics used to 

evaluate their performance also shows that the BPNN algorithm outperformed K-means algorithm, while 

the low prediction time of K-means gave it an advantage over the BPNN. 

 

Keywords: Credit card, Fraud detection, Back-Propagation neural network, Clustering algorithm, 

Machine learning, Security. 

 

Introduction 

The ubiquitous nature of the internet had been a 

major driving force of the digital transformation in 

our world today. It has necessarily become the main 

medium for conducting electronic commerce (e-

commerce). Products are advertised, browsed 

through and sold over the Internet. As a result, 

credit card transactions have become the standard 

for internet e-commerce. Online banking and e-

commerce organizations have experienced rapid 

increase in credit card transaction and other modes 

of online transactions. Consequently, the usage of 

credit cards for online transactions has increased in 

a geometric progression. According to MasterCard 

Incorporation, 180 million cards were created in 

2017 which led to total credit card purchases of 

N162 billion in the same year.  With respect to the 

previous year, there was an increase of 11% on the 

overall credit card usage. However, the use of credit 

card is accompanied by a large number of deceptive 

transactions called fraud. As credit card had become 
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a popular tool for transactions in many countries 

lately, the growing number of credit card 

transactions provides more opportunity for thieves 

to steal credit card numbers and subsequently 

commit fraud. Fraud is an intentional deception 

with the purpose of obtaining financial gain or 

causing loss by implicit or explicit trick (Samaneh 

et al., 2016). Credit card fraud affects the 

organization by financial losses and individual user 

is also affected if the information of credit card gets 

stolen. The problem of fraud has been reported to 

be a serious issue in e-banking services that 

specially threaten credit card transactions 

(Samaneh et al., 2016). Despite significant efforts 

by merchants, card issuers and law enforcement to 

curb fraud, online fraud continues to plague 

electronic commerce web sites (Aderounmu et al., 

2012). Different credit card fraud activities have 

rapidly increased all over the world and are still 

very evolving with different techniques used by the 

fraudsters to perpetrate fraud.  According to 

Akshata & Sheetal (2015), fraudulent transactions 

cost hundreds of millions of dollars annually. 

For many years, the credit card companies have 

studied computing models for automating fraud 

detection systems. These models have been the 

subjects of academic research, especially with 

respect to e-commerce. Currently, these companies 

attempted to predict the legitimacy of a purchase by 

analyzing anomalies in various fields such as 

purchase location, transaction amount, and user 

purchase history (Chan et al., 1999; Banerjee et al., 

2018). However, with the recent increase in cases 

of credit card fraud, it is crucial for these companies 

to optimize their algorithmic solutions. Thus, 

improvements in fraud detection practices have 

become essential to maintain existence of payment 

system (Khan et al., 2014).  

This paper compares two machine learning 

algorithmic models, Back Propagation Neural 

Network (BPNN) and K-means Clustering, to 

explore and investigate which algorithm provides 

the most accurate method of classifying a credit-

card transaction as fraudulent or non-fraudulent. In 

addition, a two-way ANOVA was used to determine 

if there is a significant difference between the two 

algorithms. 

 

General Problems of Machine Learning in 

Credit Card Fraud Detection Techniques 

Many machine learning techniques have been 

applied to the field of fraud detection ranging from 

supervised learning and unsupervised learning. The 

advantage of unsupervised methods is that 

previously undiscovered types of fraud may be 

detected. Supervised methods require accurate 

identification of fraudulent transactions and are 

only trained to discriminate between legitimate 

transactions and previously known fraud. 

Navanshu et al. (2018) stated that Fraud 

detection in credit card is the process of identifying 

and classifying transactions into two classes of legit 

class and fraud class transactions. Several 

techniques are designed and implemented to solve 

CCFD such as Genetic algorithm (GA), Artificial 

neural network (ANN), frequent item set mining, 

Support vector machine (SVM), Hidden Markov 

model (HMM), Decision tree etc. CCFD is very 

popular but also a difficult problem to solve. 

One of the major problems is the issue of having 

only a limited amount of data; credit card makes it 

challenging to match a pattern for the credit card 

transactions dataset. There can be many entries in 

the dataset with truncations of fraudsters which will 

fit a pattern of legitimate behavior. Also, the 

problem has many constraints, for example, 

datasets are not easily accessible for the public and 

the results of researches are often hidden and 

censored, making the results inaccessible.  

Moreover, the improvement of existing methods 

is more difficult as a result of the associated 

security issues. Consequently, this imposes a 

limitation on exchange of ideas and methods in 

fraud detection, most especially in the domain of 

credit card. 

Lastly, the credit card transaction datasets are 

continuously evolving and changing, which 

thereafter results into differences and uncertainties 

in the profiles of normal and fraudulent behaviors. 

This could result to lack of detection accuracy most 

especially when the dataset used to train is 

incorrect. Thus, it may take time and much resource 

for machine learning to yield the needed tangible 

results. 
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Related Works  

A good amount of practices are available in the 

literatures for the detection of credit card fraud in 

an online system. Lately, this has enjoyed massive 

attention and interest among researchers owing to 

its expansive application in safeguarding online 

financial transactions. Recently, researchers have 

developed more interest in this application area, 

and this apparently has been employed in 

safeguarding online transactions and their 

associated components.  

Pouramirarsalani et al. (2017), proposed a fraud 

detection method which used a hybrid of Feature 

selection and evolutionary algorithms They 

observed the salient features of the credit card 

transactions and used the same while detecting any 

unusual feature and flagging it to be the fraud one. 

The GA was used in the optimization and search 

problems. In the same year, Raj & Portia (2011), 

proposed a paper that represents a research about a 

case study involving CCFD, where data 

normalization was applied prior to Cluster analysis. 

The results obtained shows that neuronal inputs can 

be minimized using clustering attributes. They 

concluded that promising results could be obtained 

by using normalized data, while ensuring that the 

data should be Multilayer perceptron trained. This 

work was based on unsupervised learning. The 

significance of their paper was finding new 

methods for fraud detection and increasing the 

accuracy of detection results.  

Falaki et al. (2012), developed a probabilistic 

Credit card fraud detection system (CCFDS) in 

online transactions. The developed probabilistic 

based model served as a basis for mathematical 

derivation of adaptive threshold algorithm for 

detecting anomalies in transactions. Their 

experimental result shows the performance and 

effectiveness of new systematic approach, and 

demonstrates the usefulness of learning the 

spending profile of the cardholders. The 

optimization of parameters, posterior-viterbi cum 

new detection model performed better than viterbi 

cum old detection model. The results obtained from 

the evaluation showed the overall average of 

accuracy and precision are about 84% and about 

86% respectively. 

Also, Dhanapal & Gayathiri (2012) 

implemented CCFDS using Decision tree and 

Hunts algorithm. His work detects fraudulent 

customers/merchants by tracing fake mails and IP 

address. Customers/merchants are tagged 

suspicious if the mail is fake, and thereafter trace 

the owner/sender through IP Address. Their work 

was termed “Tracing Email and IP fraud detection”. 

Avinash & Thool (2013) used the Hidden 

Markov Model (HMM) and combined it with the 

Clustering algorithm in CCFD. They were able to 

build a system that can detect fraud using customer 

spending profile. The system checks for the past 

transaction history of the customer and make 

decision from it. Its limitation was True Positive 

(TP) and False positive (FP) issues. 

Patel & Gond (2014) proposed SVM learning 

for CCFD. The SVM based method with multiple 

kernel involvement, which also includes several 

fields of user profile instead of only spending 

profile. The simulation result shows improvement 

in TP (true positive), TN (true negative) rate, and 

also decreases the FP (false positive) and FN (false 

positive) rate. In their work, they looked into the 

effectiveness of hybridizing two techniques, using 

both the users profile and spending profile in the 

detection of anomalies in online transaction, with 

the goal of improving on false rejections and 

prediction accuracy, and compared it with the 

standalone units of the algorithms. 

Also, Devaki et al. (2014), proposed a CCFD 

using time series analysis. The parameters 

considered are transaction amount and transaction 

time. They used the periodic pattern in the spending 

behaviour of a cardholder to detect the anomalies in 

the transaction with respect to the analyses of the 

past history of transactions belonging to an 

individual cardholder. Two levels of detection 

methods were used. The first level detected fraud 

by analyzing whether the new incoming transaction 

is fraud or not, using distance-based method. In the 

second level, the next transaction was predicted by 

means of label-prediction methodology and 

compared with the actual transaction, if there is 

deviation; it is detected to be a fraudulent 

transaction. If the particular transaction is 

considered as a fraud, the cardholder is asked to 
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continue the transaction by asking a secret question. 

However, if the cardholder does not give correct 

answer, the transaction is halted and discontinued. 

The approach decreases the FP situation. Hence, 

non-rejection of genuine transaction was ensured. 

In another work by Pooja et al. (2015), they 

proposed simple K-means and Simple GA for fraud 

detection. In their work, they discussed how K-

means algorithm grouped the transactions based on 

the distinct attribute values. GA was used for 

implementing optimization because the increase in 

size of the input K-means algorithm produced 

outliers. Basically K-means algorithm produced 

clusters which were then optimized by the GA. 

Behera & Panigrahi (2015), proposed a hybrid 

approach to CCFD using Fuzzy clustering and 

Neural Network (NN). Their work was 

implemented in two phases. In phase one, they used 

K-means clustering algorithm to generate a 

suspicious score of the transaction, while in the 

second phase, a suspicious transaction was fed into 

NN to confirm whether it was fraudulent or 

otherwise.   

In another work by Esmaily et al. (2015), they 

proposed a hybrid of ANN and Decision tree. In 

their model, they used a two-phase approach. In the 

first phase, the classification results of Decision 

tree and Multilayer perceptron were used to 

generate a new dataset, while in the second phase, 

data was fed into Multilayer perceptron to finally 

classify the data. This model promises reliability by 

giving very low false detection rate. 

Agrawal et al. (2015), proposed testing credit 

card transaction using HMM, Behavior based 

technique and GA. They used the HMM to maintain 

the record of previous transactions, behavior based 

technique for grouping the datasets and GA for 

optimization, i.e. calculating the threshold value. 

In another work proposed by Demla & Agrawal 

(2016), it was gathered that various modern 

techniques based on Sequence Alignment, ML, AI, 

Genetic Programming (GP), Data mining etc., has 

evolved and is still evolving, in detecting fraudulent 

transactions in credit cards. However, a sound and 

clear understanding of all these approaches is 

needed, which will certainly lead to an efficient 

CCFDS. Survey of various techniques used in 

CCFD mechanisms was shown in this work along 

with evaluation of each methodology based on 

certain design criteria. The survey was purely to 

detect the efficiency and transparency of each 

method. The aim of their work was to conduct a 

survey, compare different CCFD algorithms, and 

find the most suitable algorithm to solve the 

problem. 

In another work by Fashoto et al. (2016), they 

proposed a hybrid of K-means clustering with 

Multilayer Perceptron (MLP) and HMM.  They 

used K-means clustering to group together the 

suspected fraudulent transactions into similar 

clusters. The output of this was used to train the 

HMM and the MLP, which thereafter classifies the 

incoming transactions. They found in their results 

that the detection accuracy of “MLP with K-means 

Clustering” is higher than the “HMM with K-

means clustering” but the result was reversed for 

10-fold cross-validation. 

Navanshu et al. (2018), proposed a new collative 

comparison measure that reasonably represents the 

gains and losses due to fraud detection. The 

significance of their paper was to find an algorithm 

and to reduce the cost measure. A cost sensitive 

method which was based on Bayes minimum risk 

was presented using the proposed cost measure. An 

improvement up to 23% was obtained when this 

method was compared with other state of art 

algorithms. The data set for this paper was based on 

real life transactional data by a large European 

company and the personal details in the data was 

kept confidential; with the accuracy of the 

algorithm to be around 50%.  The result obtained 

was by 23% and the algorithm they find was Bayes 

minimum risk.  
 

Research Methodology 

Discussed in this section is the methodology 

adopted in implementing the proposed CCFDS in 

an online credit card transaction dataset. The 

algorithmic approach, their key concepts, test 

framework, and datasets for implementation (real 

credit card transactions are major points /focus 

here. 

As shown in Figure 1 below, the fraud detection 

process comprises of Four (4) phases; the data 

Acquisition, data pre-processing, feature 

extraction, and the classification phase (which 
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involves Training and testing). The credit card 

transactions data used as inputs were acquired from 

Kaggle.com, Data preprocessing phase helps in 

data normalization, it includes getting rid of 

unwanted data that would have been extracted as 

features. The feature extraction phase extracts the 

features that will be used inputs to train the 

algorithm. The classification phase classifies the 

credit card data transactions into legal or illegal.  

 
 

Figure 1: Credit Card Fraud Detection Model 

Architecture 

 

Data Acquisition  

The acquisition of dataset to test the model was 

a difficult task mainly because financial institutions 

do not generally agree to share their data with 

researchers for security reasons. All efforts prove 

abortive; a real credit card transaction of Europeans 

cardholders that was provided for CCFD on 

Kaggle.com was acquired as alternative. A total 

number of Two hundred and eighty-four thousand, 

eighty hundred and seven (284,807) real credit card 

transactions was used to train and validate the two 

models to detect if the transaction was fraudulent or 

valid 

Data pre-processing 

The obtained dataset was already pre-processed 

in such a way that the variables were acceptable to 

be used in training the models. The dataset provided 

was already labeled i.e. classified into Fraudulent 

and Valid transaction. The total number of valid 

transactions was Two hundred and eighty-four 

thousand, three hundred and fifteen (284,315) and 

the total number of fraudulent transaction was Four 

hundred and ninety-two (492). Eighty percent 

(80%) of the transaction dataset, and twenty 

percentages (20%) was used in training and testing 

the models respectively. 

  

Feature Extraction  

In this work, the credit card features 

(information) that was used for training and 

classification were extracted using Principal 

Component Analysis (PCA), except for the “Time” 

and “Amount” column. The main idea of the PCA 

is to reduce the dimensionality of a dataset 

consisting of many variables correlated with each 

other. According to Asiedu et al. (2016), it is an 

effective way to suppress redundant information 

and provide only one or two composite data from 

most of the information from the initial data. 

Hence, the transaction variables were reduced into 

the PCA variables, which are the sensitive 

information of the dataset or cardholder such as the 

name, address, sex, location, marital status, etc. 

This sensitive information was transformed using 

the PCA for confidentiality issues.  

 

Classification 

This is the last stage of the credit card detection 

process. This stage comprises of the training stage 

and testing stage. The training stage comprises of 

80% (Two hundred and twenty-seven thousand, 

eight hundred and forty-six) of the dataset and the 

other 20% (Fifty-six thousand, nine hundred and 

sixty-one) was used in testing. The features 

extracted (PCA variables) were fed into the BPNN 

and K-means classifier and the transactions were 

trained and classified to the corresponding 

transactions (legal or illegal).  

 

The Proposed Algorithm 

Back Propagation Neural Network (BPNN) 

This is the most popular learning algorithm to train 

the NN. It is a multi-stage dynamic system 

optimization method that minimizes the objective 

function. It is a supervised learning method and is 

a generalization of the delta rule. It is most useful 
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for the feed-forward network which is network that 

has no feedback. It consists of three layers, input; 

hidden; and output layers.  The data are passed from 

input layer through hidden layer and then to the 

output layer. This is also known as forward 

propagation. The input data is repeatedly feed to the 

neural network. With each presentation the output 

of the NN is compared to the desired output and an 

error is computed. This error is then feed-back 

(back propagated) to the NN and used to adjust the 

weights such that the error decreases with each 

iteration and the NN gets closer to producing the 

desired output.  

 

How BPNN works 

The BPNN model consists of an Input layer, five 

(5) Hidden layers and an Output layer. In this 

model, each of the neurons in each layer was 

connected with each other without making any loop 

(Multilayer feed forward neural network), i.e., the 

link was in a forward direction to the output layer. 

The connection between each neuron was used to 

store the weights. These weights are initialized with 

some random values and change at every iteration 

in the training process. The BPNN required the 

dataset to be labeled so that the desired outputs can 

be compared to achieve the system outputs, and the 

system was tuned by adjusting connection weights 

to narrow the difference between the two outputs as 

much as possible. The weights are updated 

backwards, from the output layer back to the input 

layer, until the actual result was same with the 

expected value.  

Figure 2 shows the flowchart for the steps, 

taking by the programme in implementing the 

CCFDS using BPNN algorithm. 

K-means Clustering Algorithm: The clustering 

algorithm finds the centroid of a group of the 

datasets. To determine cluster membership, the 

algorithms evaluate the distance between a point 

and the cluster centroids. The output from the 

clustering algorithm is basically a statistical 

description of the cluster centroids with the number 

of components in each cluster. The K-means 

algorithm used in this work is one of the most non-

hierarchical methods used for data clustering. The 

procedure follows a simple and easy way to classify 

a given data set through a certain number of clusters 

(assume k-clusters).  

 

How K-means Clustering works 

The main idea was to partition the raw dataset 

into k clusters based on the initial value of k which 

in this case, k is initialized to be two (2) i.e. 

Fraudulent and valid transaction. Each new 

instance was compared with existing ones by using 

a distance metric, and the closest existing instance 

was used to assign the class to the new on.  

Basic K-Mean Clustering Technique 

  

∑ [min 𝑑^2(𝑥𝑖, 𝑚𝑗)]
𝑛

𝑖,𝑗=1
 

 

where d(xi, mj) denotes the Euclidean distance 

between xi and mj. The points {mj} (j=1, 2…, k) 

are known as cluster centroids. 

Figure 3 shows the flowchart of the steps taking 

by the programme, in implementing the CCFDS 

using K-Means clustering algorithm. 

 

Pseudocode 1: BPNN Pseudo Code 

  // The following describes the how the Back-

propagation algorithm works. 

Assign all network inputs and output 

Initialize all weights with small random 

numbers 

repeat 

      for every pattern in the training set 

  Present the pattern to the network 

//  Propagated the input forward through the 

network: 

     for each layer in the network 

           for every node in the layer 

1. Calculate the weight sum of 

the inputs to the node 

2. Add the threshold to the sum 

3. Calculate the activation for 

the node  

End 

End 

//  Propagate the errors backward through the 

network 

  for every node in the output layer  

    calculate the error signal  

  end 

(1.1) 
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  for all hidden layers 

     for every node in the layer 

1.  Calculate the node’s 

signal error 

2. Update each node’s 

weight in the network 

 End 

             End 

  // Calculate the Error Function 

End 

while ((maximum number of iterations < = 

specified) 

 

 
 

Figure 2: The BPNN Flowchart for Credit Card 

Fraud Detection System 

 

Pseudocode 2: K-means Pseudocode 

Input:  k (The number of clusters), 

D (set of elements) 

Output: a set of k-clusters 

Method: 

Arbitrarily choose k-object from D as the initial 

cluster centers; 

repeat  

Assign each item to the cluster which has the 

closest mean; 

Calculate new mean for each cluster; 

Until all criteria is met 

  

 
 

Figure 3: K-Means Flowchart for Credit Card 

Fraud Detection System 
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Implementation, Findings and Results  

The developed systems were implemented in two 

stages namely, the training stage and the testing 

stage. A total of two hundred and eighty-four 

thousand, eighty hundred and seven (284,807) real 

credit card transactions each was used to train and 

also test the two models to detect if a transaction was 

fraudulent or valid. Figure 4a and 4b shows the 

training and testing process of BPNN respectively. 

At the training phase (as shown in Figure 4a), the 

experiments were performed using Two hundred and 

twenty-seven thousand, eight hundred and forty-six 

(80%) of the dataset, while fifty-six thousand, nine 

hundred and sixty-one (20%) was used in testing the 

model (as shown in Figure 4b). The performance 

evaluation metrics considered are System accuracy, 

Precision and Recall (Sensitivity), Error rate, False 

positive rate (Specificity), Prediction accuracy, Hit 

rate and Miss rate, which were calculated with 

indices True positive (TP), True negative (TN), False 

negative (FN) and False positive (FP) using 

equations 1.2, 1.3, 1.4, 1.5, and 1.6 and  respectively.  

 

Precision = 
 𝑇𝑃

(𝑇𝑃+𝐹𝑃)
        (1.2) 

Recall = 
 𝑇𝑃

(𝑇𝑃+𝐹𝑁)
        (1.3) 

Error Rate = 
𝐹𝑁+𝐹𝑃

𝑇𝑁+𝐹𝑃+𝑇𝑃+𝐹𝑁
      (1.4) 

False Positive Rate (FPR )= 
𝑇𝑁

𝐹𝑁+𝑇𝑁
    (1.5) 

Predictive Accuracy = 
𝑇𝑃+𝑇𝑁

𝑇𝑁+𝐹𝑃+𝑇𝑃+𝐹𝑁
   (1.6) 

 

Figure 5 shows the snapshot of the dataset used. 

 

The BPNN Model Implementation 

The network consists one input layer, five (4) 

hidden layers and one output layer (fraud or valid 

transaction). The system weight was randomly 

assigned using python package. The dataset was 

trained using the back propagation training 

technique and it was trained two thousand times 

(2000). The training section took a lot of time to 

process in those 2000 times therefore, the training 

section was incremented in fifty (50) steps so as to 

increase the rate at which it trains.  The “Time” and 

“Amount” column was dropped because its dataset 

variables weren’t corresponding with the rest of the 

dataset variables. 

 

 
Figure 4a: Training process of BPNN  

 

 
Figure 4b: Testing process of BPNN 
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The system accuracy changes with the 

incremental steps, the accuracy gotten when the 

step was increased to fifty is different from the 

accuracy gotten when trained without using the 

steps. Whenever the model was run, the weight 

initialized changes, therefore, so does the accuracy 

of the system changes which led to same changes 

in the test accuracy. The system was designed in 

such a way that the train accuracy was shown 

together with the test accuracy per every 50 steps.  

The input layer was multiplied to all the hidden 

layers in a matrix form using Tensorflow python 

package. All input layer was multiplied to the 

hidden layers and from the hidden layer down to the 

output layer which determines whether it is 

fraudulent or valid. Figure 6 below shows the 

snapshot of BPNN training process 

Figure 7a shows the training and testing 

accuracy per each 50 steps of the sections. The loss 

values of training and testing section is shown in 

Fig. 7b. The higher the training accuracy, the better 

the model. The loss value implies how well or 

poorly a certain model behaves after each iteration, 

the lower the loss, the better the model. 

This model was developed on the already 

prepared dataset. The k-cluster was defined to be 

two (2), that is, k= 2, fraud → 1 and valid 

transactions → 0. The model checked each 

transaction and its closeness to the defined cluster, 

and then assigned each transaction to the closet 

clusters. The K-means algorithm is an unsupervised 

learning algorithm, it doesn’t need the transaction 

to be labelled or weight should be assigned. 

Therefore, the “Time” and “Class” column was 

dropped. The model was able to separate the 

fraudulent transaction away from the valid 

transactions all by itself but the accuracy was low 

because the dataset used was highly positively 

skewed which resulted to a lot outlier which doesn’t 

fit into any of the defined clusters.  
 

 
Figure 5: The credit card transaction dataset 
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Figure 6: Snapshot of BPNN training process 

 

 
Figure 7 Snapshot of K-means Clustering training process 

 

  
Figure 7a: The Training and Testing Loss  

 

 
Figure 7b: The Training and Testing Loss  
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The K-Means model 

Results and Discussion 

Table 1, as shown below represents the results of 

the systems developed, namely K-Means base 

system, and BPNN based system. On evaluation 

using the considered metrics, it shows that the 

developed BPNN system was more accurate than 

the K-mean algorithm due to the nature of the 

dataset used. The BPNN had a system accuracy of 

93.1% while the K-Means had 79.9% system 

accuracy. BPNN based system had an Error rate of 

0.07 compared with the K-means based system 

which had 0.20. This implies that the developed 

BPNN system is least tolerant in falsely accepting 

fraudulent transactions as valid. The BPNN model 

had a Specificity value of 0.98% compared to the 

K-means system which had 0.99. This implies that 

the BPNN system is least tolerant in causing false 

alarm rate. 

 

Table 1: Performance Summary of BPNN and 

K-means 

Evaluation Metrics BPNN  K-means  

Precision 0.84 0.01 

Recall (Sensitivity) 0.95 0.64 

Error Rate 0.07 0.20 

False Positive Rate 

(FPR ) 

0.98 0.99 

Prediction Accuracy 0.93 0.80 

Prediction Accuracy 93.1% 79.9% 

 

In order to evaluate the performance of the two 

algorithms, i.e. to determine if there is a significant 

difference between the two algorithms, the two-

way ANOVA was used to determine this using the 

result of the evaluation metrics shown in Table 1. 

The summary of the analysis is shown in Tables 2 

and 3 respectively. 

From Table 2, the sum, average and variance 

was calculated for each rows and columns. The 

Rows represent the evaluating metrics, that is, The 

Precision, Recall, Error rate, False positive (FPR), 

Prediction accuracy and the System accuracy. The 

column represents the algorithms, that is, The 

BPNN and the K-means. 

Table 3 uses the results: sum, average and 

variance from Table 2 to calculate the sum of 

squares (SS), mean of square (MS), degree of 

freedom (df), Fisher’s transformation (F), P-value 

ad F-critical for rows and columns. Also, the 

corresponding errors and total were calculated. 

To evaluate the performance, we draw two 

hypotheses H0 and H1 and a decision rule for both 

rows and columns as shown below: 

H0: There is significant difference between BPNN 

and K-means. 

H1: There is no significant difference between 

BPNN and K-means 

Decision rule: Reject H0 if F-critical < F, 

otherwise, do not reject.  

From Table 3, considering the row, F-critical < 

F, therefore we reject H0 and accept H1. 

Considering the column, F-critical > F, therefore 

we do not reject H0. In conclusion, Since F-critical 

> F for the column, we can conclude that there is 

significant difference between BPNN and K-

means. 
 
 

Table 2: Two-way ANOVA of BPNN and K-

means 

 
 

Table 3: Summary of ANOVA 
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Summary and Conclusion  

This paper presents the application of BPNN and 

K-means algorithm to fraud detection in an online 

credit card transaction. These are algorithms that 

are efficient and they are vital for machine learning. 

Based on the results of the ANOVA two-way factor, 

it can be concluded that there is a significance 

difference between BPNN and K-means in fraud 

detection in an online credit card transaction,. The 

BPNN model is of greater accuracy and has least 

tolerant for raising false alarms compared to K-

means model. Hence, this work has contributed to 

the body of knowledge by successfully 

demonstrating the effectiveness of BPNN and K-

means for fraud detection in online credit card 

transactions. In addition, we were able to compare 

the result of the detection model, which indicated 

show that BPNN performs better than K-means.  

 

Recommendation for Further Works 

It is recommended that future work can be 

carried out by comparing the effect of combing 

these two models together so as to optimize the 

system accuracy.  
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